ITIS ILLEGAL FOR ANYONE TO:

Makefdse, fictitious, or fraudulent statements
on documentsin order to get customer
informationfromafinancid indtitutionor
directly fromacustomer of afinancial
inditution

Useforged, counterfeit, lost, or stolen
documentsto get customer informationfroma
financid ingtitution or directly fromacustomer
of afinancid indtitution

Ask another personto get someoneelse's
customer informationusing false, fictitious, or
fraudulent statementsor usng fase, fictitious,
or fraudulent documentsor forged, counterfeit,
logt, or stolen documents

It isrecommended that you order acopy
of your credit report from each of thethree
major credit reporting agenciesevery year.
Make surethey are accurate and include

dea e tyou Rl [

t0 $9.00 for acopy of your credit report. quesﬁons or concerns, l“n.mon
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Dear Fellow
Pennsylvanians,

Not long ago,
your banker
handled your
checking and
savings accounts,
your insurance
agent handled
your life, auto and homeowner’s
insurance, and you called
your stockbroker to handle market
investments. Recent federal legislation
has changed all that.

Now banks, insurance companies,
and brokerage firms may operate as
one. While these “ financial
supermarkets’ may offer added
convenience, they also have the ability
to compile customer information from
several sources and even sell it to a third
party. That poses a risk to your privacy.
That’s why the Gramm-Leach-Bliley Act
provides you with the right to opt out
from having your financial institution
share personal information with a third

party.

As Attorney General, the protection
of all Pennsylvanians is my primary
concern. | am offering this brochure to
help you understand your rights under
the new law and to help you protect
yourself from the unwanted use of your
personal information.

GRAMM-LEACH-BLILEY ACT

In order to respect the privacy of consumersin
dedingwithfinancid inditutions, Congress
adopted the Gramm-L each-Bliley Act. Under this
act;

Financid inditutionsmust ensurethe security
and confidentiality of consumer records. They
must a so protect againgt unauthorized
accessto or use of such recordswhich could
resultin substantia harm or inconvenienceto
any custome.

Customersmust begiventhe

opportunity to opt out if they do not want their
nonpublic persond information disclosedtoa
nonaffiliated third party.

Financid indtitutionsare obligated

to protect the security and confidentiality of
customers nonpublic persond information
fromanonaffiliated third party.

A third party that receivesnonpublic

persond informationfromafinancid inditution
may not disclosethisinformationto any other
nonaffiliated third party.

A financid inditution may not

disclose, other than to aconsumer reporting
agency, an account number or codefor a
credit card account, deposit account, or
transaction account of aconsumer to any
nonaffiliated third party for usein
telemarketing, direct mail marketing, or other
marketing through eectronic mail tothe
consumer.

A financid ingtitution must provideaclear and
conspi cuousdisclosureto the consumer of its

privacy policies.

PROTECT YOURSELF!

Don’t giveout persond information onthe
phone, through themail, or over the Internet,
unlessyou’ veinitiated the contact or know
withwhomyou’ redealing.

Askyour financia ingtitutionsfor ther
policiesabout sharing your information.

Pay attention toyour statement cycles.
Follow upwith your financid institutionsif
your statementsdon’t arriveontime.

Carefully monitor your monthly credit card
Sstatements. Report inaccuraciesright away.

Keepitemswith persond informationin asafe
place. Tear or shred your chargereceipts,
copiesof credit gpplications, insuranceforms,
bank checks, and other financia statements
that youare discarding, expired chargecards,
and credit offersyou get inthemail.

Add passwordsto your credit card, bank, and
phoneaccounts. Avoidusing easily available
Information likeyour mother’ smaden name,
your birth date, thelast four digits of your
socia security number or your phone numbe,
or aseriesof consecutive numbers.

Bemindful about whereyouleave persond
information inyour home, especidly if you
have roommeatesor are having work donein
your homeby others.

Find out who has accessto your personal
information at work and verify that therecords
arekeptinasecurelocation.

Carefully consider whether you want your
bank/financia ingtitution to shareyour personal
information withathird party andif not,
exerciseyour right to“opt out.”



